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There are risks when communicating by
email or text message. These risks

increase when messages are sent without

a security technology called encryption.

By completing and signing the following
form, you agree that you understand and
accept these risks. You also agree to
follow the rules described on this form.

Risks of sharing emails or text messages
without encryption include, but are not
limited to:

e Others can intercept messages.

e If you receive messages on an
employer-owned device, your
employer may have the right to save
and read your messages. Your
Internet or cell-phone service
provider may also have the right to
save and read your messages.

e A copy of a message may be saved
on your device or a computer
system, even though you deleted it.

e If an email or phone number is not
entered correctly, the message can
be sent to the wrong people.

e Emails and text messages can be
used to spread computer viruses.

e Others may be able to access
messages on a device that was lost,
stolen, or thrown away.

Consent for Digital
Communications Form

We want you to know that:

e Emails and text messages should
not be used:

— For emergencies or when you
need fast response.

— To ask for or schedule an
appointment.

— To ask for medicine refills.

e This consent gives Highmark Health
Options permission to communicate
with you by email and/or text
message.

e This consent will be in effect until you
tell us in writing to cancel it. You
have the right to take away your
consent any time by writing to
Highmark Health Options.

e We will always give you the best
care we can, whether or not you sign
this form.

e A copy or fax of this consent is as
valid as the original form with your
signature.

e To update your email or phone
number, you must complete a new
consent form.

e myHHO lets you send secure
messages to Member Services.

If you have any questions or concerns,
call Member Services at 1-844-325-
6251, 8 a.m. to 8 p.m., Monday—Friday.

Return this form to Highmark Health Options:
e By email to your Care Coordinator or
Service Coordinator.
e By Secure Message on the myHHO
member website.

© 2022 Highmark Health Options. All rights reserved. Highmark Health Options is an independent licensee of the
Blue Cross Blue Shield Association, an association of independent Blue Cross Blue Shield Plans.



<IIGHMARK %@ Consent for Digital

HEALTH OPTIONS Communications Form

Member Information

First Name Last Name Member ID Number

Email Address Cell Phone Number

Street Address

City, State, ZIP

Member Acknowledgement and Agreement
| have read and understand this form. | understand and accept the risks of sending or
receiving information by email or text message.

Member Printed First and Last Name Signature Date

To sign electronically, type your name or initials in the signature line above.

Email and text messaging with another person (optional)

If the member is represented by another person (for example, a legal guardian or an
attorney) or under 18 years of age, | agree to allow my emails and text messages
between Highmark Health Options and the following person:

Representative Printed First and Last Name Signature

Relationship to Member Phone Number Date

You must sign the Consent Authorization Form to share information with this person.

© 2022 Highmark Health Options. All rights reserved. Highmark Health Options is an independent licensee of the
Blue Cross Blue Shield Association, an association of independent Blue Cross Blue Shield Plans.
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About Digital Communications

What do | need to do before sending an email or text message?

Carefully read the consent form on the other side of this sheet. Ask questions about
anything you do not understand. If you understand and agree to the form, sign and date
it. Mail or fax the completed form as indicated. After we receive and process your form,
we will give you any instructions you may need.

What should | do if my cell phone number or email address changes?
Request, complete and send a new consent form with your new contact information.

What should | put in my message to make sure you get it and can help me?
There are certain things you must put in all your messages so we can help you:

e The subject line should say what the message is about.

e The body of the message must have your name and date of birth. Then, add your
message or question. Be clear and include all important information. Review your
message to make sure all the details are there, so we can give you the care you
need.

How long will it take to get a reply?

We will reply to your message as quickly as we can, but we cannot promise to do this
within a set time. If we do not reply in what seems to you a timely way, contact us to
make sure we received your message and, if so, when you should expect a reply.
Should | text or email you if | need medical help right away, such as in an emergency?
No. We want to make sure you receive the care and services you need. If you need
immediate care, call your facility or provider. In an emergency, call 911.

Can | use an email or text message to make an appointment, refill a prescription
or ask about my bills or insurance coverage?

No. Follow the normal process to make an appointment or get a prescription refilled. For
billing and insurance questions, call the phone number on your bill, or call the site where
you received your care.

Will my messages be protected and then deleted after my questions or concerns
are taken care of?

Messages about your care become part of your medical record. They may be used in
the same ways as other medical records. We will protect your health information just as
we do other records about you. However, you should think about the risks before
sending emails or text messages with sensitive information (for example, about sexually
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transmitted diseases, AIDS or HIV, mental health, developmental disability, or
substance abuse).

What if | receive care from more than one health care facility or provider?

At this time, not all health care facilities and providers will communicate with patients
using email or text messaging. You will need to check with each health care facility or
provider.

| use email and text messages all the time with friends and family, and | haven’t
had any problems. Why are you telling me about risks?

Your privacy and security are very important to us. We want to make sure you know
some of the things that can happen when communicating by email or text message.
Even though it’s our practice to confirm email addresses and phone numbers before
sending information, human errors can occur, and there’s a chance that information
could go to the wrong place. There’s also a chance that a message could be changed
and/or forwarded to others.

Messages can also be saved, copied, printed and stored without your knowing. Your
employer may read and save your messages. Your Internet service provider may read
and save your messages. Your computer hard drive will store emails even after you
delete them. There’s a chance others could access messages on a device that’s been
lost, stolen, or thrown away.

How long will this consent stay in effect?

This consent will stay in effect until you tell us in writing that you want to cancel it. You
may do this at any time. To cancel your consent, send a letter, text message or e- mail
telling us that you want to cancel your consent. Send it to the same address where you
sent the original consent form.

© 2022 Highmark Health Options. All rights reserved. Highmark Health Options is an independent licensee of the
Blue Cross Blue Shield Association, an association of independent Blue Cross Blue Shield Plans.
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Discrimination Is Against the Law

Highmark Health Options complies with applicable
Federal civil rights laws and regulations and does
not discriminate on the basis of race, color, national
origin, age, disability, health status, sex, sexual
orientation or gender identity. Highmark Health
Options does not exclude people or treat them
differently because of race, color, national origin,
age, disability, health status, sex, sexual orientation
or gender identity.

You can file a civil rights complaint with the U.S.
Department of Health and Human Services, Office
for Civil Rights electronically through the Office for
Civil Rights Complaint Portal, available at https:/
ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or
phone at:

U.S. Department of Health and Human Services
200 Independence Avenue, SW
Room 509F, HHH Building
Washington, D.C. 20201
1-800-368-1019, 800-537-7697 (TDD)

Complaint forms are available at http://www.hhs.
gov/ocr/office/file/index.html.

Help in Your Language

Highmark Health Options provides:
o Free aids and services to people with disabilities
to communicate effectively with us, such as:

- Qualified sign language interpreters.

- Written information in other formats (large
print, Braille, audio, accessible electronic
formats, other formats).

« Free language services to people whose primary
language is not English, such as:

- Qualified interpreters.

- Information written in other languages.

ATTENTION: If you speak English, language assistance
services, free of charge, are available to you. Call the
number on the back of your ID card (TTY: 711).

ATENCION: Si usted habla espafiol, se encuentran
disponibles servicios de asistencia con el idioma sin costo
alguno para usted. Llame al nimero que figura al dorso
de su tarjeta de identificacion (TTY: 711).

Si w pale kreyol ayisyen, gen sévis &d pou lang ki disponib
gratis pou ou. Rele nimewo ki sou do kat idantifikasyon w
lan (TTY: 711).

AR MREHRS TR HFABRIES DRSS - &
T FEENSHE (WEALEZASH: (TTY:711) -

i REBZEIGEE. BROSEXEY -EXZFHAT
TXT, HEEODA—-ROER (1 71 TTY) OEFES%Z
HOHUET,

el YR 91 oiH oJeyiell ollcicll Sl dll, dHIRN U ML
ASIAcll AckiH HgclHll BUGOH 6. dHRL Al S| 518$- W
AUEl HIoR UR sl A (TTY:711).

ATTENTION: Si vous parlez frangais, des services
d’assistance linguistique vous sont offerts gratuitement.
Veuillez appeler le numéro qui se trouve au verso de votre
carte d’identification (TTY : 711).

Z9|: 2 E AIESIA = E2, 20 X MHIAE BE2E
0|25t 4= ELICE 7IE SHO| HS 2 FM3I5tMAIL
(TTY: 710).

ATTENZIONE: Se parla italiano, per Lei sono disponibili
servizi di assistenza linguistica gratuiti. Chiami il numero
presente sul retro della Sua carta di identificazione
(TTY: 711).

LUU Y: Néu quy vi néi Tiéng Viét, ludn c6 cac dich vu hd
tro ngdn nglr dwo'c cung cap mién phi cho quy vi. Vui long
goi sb dién thoai trén mat sau ctia thé nhan dang cla quy vi
(TTY: 711).

ACHTUNG: Wenn Sie Deutsch sprechen, steht lhnen
kostenlose Unterstitzung in lhrer Sprache zur Verfligung.
Wdhlen Sie hierfur bitte die Nummer auf der Rickseite
Ilhrer Ausweiskarte (TYY: 711).

PAUNAWA: Kung nagsasalita ka ng Tagalog, may maaari
kang kuning mga libreng serbisyo ng tulong sa wika.
Tawagan ang numero sa likod ng iyong card (TTY: 711).

FHUAT YA S g 39 g et &, AT HeradT HaTg S Af Ao U
21 37U UgTH BRE & WIS g MY FeR W wied e (TTY: 711) |

Sza s 8 Ta 13 Gsdas fosdas aso s o S dee
Il S I 1o S Fal s 3l rso Igoe s S S 3
S QUEA 2T Grus0 S rpso SIS S0 (S6 S slss: 711)-

Goge: N o Gz ady UJ&z U& Dt SlG Fapl Ueu&‘tﬁﬁ
\dd'tjé'é ?C_a\CB J&t ‘-‘"‘-J?GTO- Joad tdd UJLB? U?J_jb &dd Loy dal 38
o'ssnd (1ol 1dopacs: 711).

(503005°8: 5780 7D a0 TOTE T STETEY”, B TR DS TADE
76500, X T K0, D8 088D T TS AL’ & s0cs?
§78 7% (TTY: 711) 65708 SZ80 63 7o 570008 7 87 5" ©
eV
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